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KAD

Why interesting?
¢ Only real "production” DHT

¢ Very popular, since part of
eMule
aMule
(Azureus)

What is KAD?
¢ DHT derived from Kademlia

¢ DHT with largest user base:
At any point of fime more than 1.5 Mio peers connected



What is a DHT

What is a DHT
¢ A distributed database for publishing and searching information

¢ Consists of many peers, each one is responsible for storing part of
the database

¢ How to partition content of DB

Use key of the object to decide on which peer to store information
¢ What is a key: unique identifier

Key = hash(IP@), or

Key = hash(string)
¢ Each peer and each object is identified by its key



What is a DHT
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Important issues
¢ How to partition key space
¢ How to route

¢ How to maintain information under churn (peers joining and leaving all
the time)
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P2P System to hold a Distributed DB

Assume the following problem
¢ We have the content of the phone book
Entries: name, phone#
¢ Want to partition the content over all peers so that each peer is
uniquely responsible for a small subset of the entries

Q: which entries should be stored at which peer?

A: HASHING: function H(string)> ID € (0, 127)
- H("finger") = 105 € (0, 127)
- H("steiner") = 43 € (0, 127)

¢ Everything has an ID € (0, 127)
Content
Nodes H("random number") = 19 € (0, 127)

= Data structure is called Distributed Hash Table (DHT)



Vanilla DHT: Principles
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Vanilla DHT: Node Failure
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Key Look-Up in Kademlia

Each key kis a bit string of length m = 160 bits:
XOR metric:
¢ Letnode j=j,. 1s0.Joand k =k _Ksp...Kp
¢ Note that closest ID is unique:

dik) = d(i k) < j=j . 31
& Refir‘llemen‘r c;jf longeif-;refix match a(sk) = ;
¢ Example (8 bits)

ok

ji_ki

= 10010110
j =10110110 d(j k) =2°=32
j’ =10001001 d(j',k)=24+23+22+21+20=31

¢ Advantages:
Easy to compute

Symmetrical: If node j is close to node i then node i is also close o j

Useful to learn new contacts (routing table entries) simply by receiving
communication requests from other peers



KAD Architecture
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Note: Lookup module is used by both, the Publishing and Search module

Our discussion refers to KAD as implemented in version 2.1.3 of aMule
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KAD: Routing Table
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Organize peers in tree:
How does routing table of a peer look like

¢ Entriesr,
r; has the same (i-1) first bits and bit i inverted
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KAD- Routing Table

Distance from our peer
1* 01* 001* , 000*

1111 0000
[0 0O 0O O O O O 0l 0 o o o]l o0 o] o e]

How to route, i.e find next hop peer?
¢ Compute XOR distance Dist between ID of node and ID of target

¢ Use Dist value bit-by-bit to traverse routing table until reaching a leaf
(bucket)

¢ Take one of the bucket entries as next hop
¢ Ex.. Dist = 0010






KAD Architecture
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Note: Lookup module is used by both, the Publishing and Search module

Our discussion refers to KAD as implemented in version 2.1.3 of aMule
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KAD- Lookup : Iterative

KAD uses iterative routing
¢ Source is responsible for entire lookup process
¢ At each step, source send lookup request to the next hop and
waits for reply
Adv of iterative routing:

¢ Lookup messages cannot be lost due to the departure of an
intermediate peer holding the lookup request

¢ Iterative routing is easier to debug since information at each step
is reported back to source

Iteration:

= G




KAD: Lookup process

»  Lookup starts by

asking 3 peers ¢
* Each peer answers \
by providing 2 closer peers \

* Lookup is iterative




KAD- Lookup : Parallel lookup

XOR~distance to the target

st

B = # number of nodes in response

Figure 2. Example of lookup (o = 3; 7 = 2).



KAD- Lookup L ggﬁggl_eg plcégléup to improve

Parallel lookup:
¢ Source simultaneously issues multiple lookup requests to different peers and
continues the lookup process based on the information obtained from all
requests
Adv..
Reducing the problem of hitting stale contacts and improves lookup
performance

Disadv.:
Greater control traffic overhead i.e., a larger number of requests per lookup






KAD Architecture
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Note: Lookup module is used by both, the Publishing and Search module
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KAD Publish: How and Where

Where to publish the information for a given a key kID?

¢ In KAD: On 11 nodes, who's first 8-bits are the same as kID

i.e. there is a zone and all peers in this zone are potential candidates for
storing the key

Possible contacts
Searching Peer from the routing table Taret
< i A >
9..00 Space of 128«bit numbers “~._ .- AT 11,11
Search toleran
———————
Zohe

A zone defined by the first 8 bits is 1/256 of the entire key space
and contains several thousand peers
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KAD Publish: How and Where:

Keyword Hash Distribution from Measurements

Observations:
¢ An 8-bit zone contains about 8000 nodes

¢ How close the nodes we publish on (w.r.t to key) depends on whether the keyword

Is popular (many different publishers) or
Is rare (single publisher)

<the> is published on 594 peers (99.7% inside the 8bit zone)

++4+ + ++ ++ + ++ - - - - - + o+
] ] ] ] 1

Bxeldd4286 Bxedelch BxeefBa BxeafcdB BxeeB920

+ +

<dreirad> is published on 32 peer's*

Bx9c488 Bxalzza Axac@48 Bxazascld Bxafc38 Bxbh4220 Bxh338ca

The popular keyword is spread on 30 times wider keyspace
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KAD Publish/ Retrieval

Two steps
¢ 1) Find close by nodes that agree in at least the first 8 bits
¢ 2) Contact 11 of the closest nodes for publish/retrieval



KAD Publish: How and Where

Where to publish the information for a given a key KkID?
¢ On 11 nodes, who's first 8-bits are the same as Kid

How to find these nodes in 8-bit zone?
¢ Do look-up: Issue iterative route_req(kiD) to discover nodes in 8-bit zone
Will obtain an ordered (by closeness) list of candidate nodes

Question: When to stop searching for closer nodes???

Stop when candidate list does not change anymore for t seconds
(=3 seconds)

When candidate list is stable for t seconds
¢ Contact 11 closest (to key) candidate nodes and publish content



KAD Retrieval : How and Where

Where to retfrieve the information for a given a key kID?
¢ On 11 nodes, who's first 8-bits are the same as Kid

How to find these nodes in 8-bit zone?
¢ Do look-up: Issue iterative route_req(kiD) to discover nodes in 8-bit zone
Will obtain an ordered (by closeness) list of candidate nodes

Question: When to stop searching for closer nodes???

» Stop when candidate list does not change anymore for t seconds
(=3 seconds)

When candidate list is stable for t seconds
¢ Contact 11 closest (to key) candidate nodes with search request

Is waiting for 3 seconds a good idea??



Results

How do we obtain the results

¢ Measurement of real system
Instrument aMule peer client code
Modify the key parameters

¢ Analytical modeling to answer what-if questions



KAD Retrieval: Lookup Latency

Total lookup latency
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Figure 8. Empirical CDF of the overall lookup
latencies as a function of the degree of paral-
lelism a (3 = 2:t = 3).

At least 5 seconds,
(parallelism (a > 1) reduces latency quite a bit)

Institut Eurécom 27



KAD Content Search: Design Parameters

Alpha: Number of parallel route requests
Beta: number of new contacts contained in each answer
T: timeout before contact list is considered stable



KAD Content Search: Alpha

parallelism (a >1 ) helps a lot
a = 3 is a reasonable choice

Institut Eurécom
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KAD Content Search: Timeout T
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Figure 8. Empirical CDF of the overall lookup
latencies as a function of the route request
timeout ¢t (o = 3; 7 = 2).

T: smaller timeout significantly reduces overall lookup latency
T=3 is too large for content search
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Exploring the parameter Space

O F=2t=3 $=2;t=0.5
average # of | median || average # of | median
messages | lookup messages | lookup
Py | latency 75, | latency
I 8.5 9.5 10.4 5.6
2 11.5 6.6 12.8 2.4
3 13.7 15.2 | /2.3\
4 16.9 18.0 2.3
5 20.0 20.6 2.2
6 22.9 24.0 2.3
7 26.5 27.7 .
8 30.0 30.4 1.6
9 32.9 34.0 1.5
10 36.7 36.8 2.2

Increasing alpha will result in
¢ More messages

¢ but not necessary in lower lookup latency
Institut Eurécom
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Modeling

Paper also contains a significant analytical modeling part that
allows to

¢ Validate the measurements and our understanding of the
operations of KAD

¢ Answer lots of "what-if" questions

¢ Makes for a nice paper to “sell” performance modeling to CS Ph. D.
students (don't let them do simulation:-) )
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Figure 10. CDF of the Overall Lookup La-
tency, Fic(d): qualitative analysis.



Conclusion

Implementers of KAD needed to make a number of
implementation choices fixing some critical parameters such as

¢ alpha, beta, timeout

Choice of alpha and timeout critical for good performance
¢ alpha =3 is reasonable compromise

Look-up process is shared by the publish and retrieval module
Not a good idea

¢ Timeout of t=3 seconds appropriate for publish
¢ Timeout of t=3 seconds much to large for retrieval
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KAD Publish: How and Where

Where to store the information for a given a key kID?
¢ On 11 nodes, who's first 8-bits are the same as kID
How to find these node in 8-bit zone?
¢ Issue iterative route_req(kID) to discover nodes in 8-bit zone
Will obtain an ordered (by closeness) list of candidate nodes that are up
Question: When to stop searching for closer nodes???

7 When route response isreceived do

8 timeout = now + t;

9 answered.insert(sender);

10 foreach contact € response do

11 if contact not € candidates and contact not €

queried then
12 candidates.insert(contact);
13 if dist(contact target) < dist(sendertarget)
then

/* approcaching the target =/

14 if contact is in the o closest contacts to the
target then

15 send route request(target,/?) to

contact;




KAD Publish: How and Where

Take nodes from ordered list and send publish_request to

8 if timeoutr < now then
/+ candidate list 1s considered
stable * /
9 for i — 0O to candidates.size do
10 contact = candidates.get(1);
11 if contact € queried then
12 if contact € answered and contact in

tolerance zone around target then

/* the timeout triggers
the actual content
search. * /

13 send content
request(TYPE, target) to
contact;

14 candidate.remove(contact);
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KAD Search: Node Lookup

Find nodes in 8-bit zone of key kID?

¢ Issue iterative route_req(kID) to discover nodes in 8-bit zone
Will obtain an ordered (by closeness) list of candidate nodes that are

up
Question: When to stop searching for closer nodeg???

7 When route response isreceived do

8 timeout = now + t;

9 answered.insert(sender);

10 foreach contact € response do

11 if contact not € candidates and contact not €

queried then
12 candidates.insert(contact);
13 if dist(contact target) < dist(sendertarget)
then

/* approcaching the target =/

14 if contact is in the o closest contacts to the
target then

15 send route request(target,/?) to

contact;




KAD Search: Content Search

Take nodes from ordered list and send search_request to

8 if timeoutr < now then
/+ candidate list 1s considered
stable * /
9 for i — 0O to candidates.size do
10 contact = candidates.get(1);
11 if contact € queried then
12 if contact € answered and contact in

tolerance zone around target then

/* the timeout triggers
the actual content
search. * /

13 send content
request(TYPE, target) to
contact;

14 candidate.remove(contact);
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